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Introduction 
This Product Bulletin describes new features and functions available in Pulse Connect 

Secure 8.2r3, Pulse Policy Secure 5.3r3 and the Pulse Secure desktop client 5.2r3. 

These releases address ongoing BYOD challenges and simplify the secure-access experience 

for mobile professionals - independent of their location and device. Today, enterprises 

allow employee-owned devices on the network to reduce costs and improve productivity, 

but if this process is not properly managed, then security issues can result. With these new 

releases from Pulse Secure, companies can securely provide workers simplified Network 

Access Control, anytime access to Hybrid IT environments, and the highest levels of secure 

connectivity.  

Features including Cloud Secure with SSO functionality for applications, support for Hyper-V 

hypervisors, granular cipher configuration, SNMP visibility/enforcement, Ruckus WLC 

integration, Patch Management enhancement and improved client IPv6 support are 

explained below.  

Additionally, with Pulse Secure Workspace for smartphones and tablets, enterprises now 

have a simple way to eliminate data-at-rest risks while continuing to support any mobile 

app so that their end users can access collaboration apps on the go - from campus to the 

road. 
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What’s New 

Pulse Connect Secure 8.2r3 

Highlighted Features in this Release 

 
 

Key Feature Benefit 

• Granular SSL Cipher Configuration 
 

 

• Provides the ability to select specific ciphers and enforce their priority during SSL connection 
establishment. This allows users to enforce strong cipher suites, e.g. for PCI compliance, avoid 
weak cipher violations, etc or to be more permissive to maintain compatibility with aging clients.  

 

• SSO enhancements for native apps 
and Office 365 

 

 

• It is now possible to allow seamless, standards-based single sign-on (SSO) for non-browser 
environments, e.g. native mail applications, facilitated by SAML Enhanced Client and Proxy (ECP) 
profile 

• SSO to Office 365 without requiring DirSync or ADFS deployment, via added support for persistent 
SAML attributes required by Office 365. 

 

• Enhanced Pulse Application Launcher 
adds Microsoft Edge support 

 

 

• “Pulse Application Launcher” (PAL), that launches and installs Pulse Secure clients via browsers 
without using a Java Plugin or ActiveX technologies, has been enhanced to support Microsoft Edge 
browser. 

 

• Support for 
Hyper-V hypervisor 

 

• Hyper-V is another hypervisor that is supported as part of extended platform support for virtual 
appliances. 

 

• RSA Risk Based 
Authentication(RBA) support 
for PCS Clusters 

 

• The RSA Risk Based Authentication integration is enhanced to support PCS clusters, in addition to 
standalone units, thus providing a token less, web-based and secure authentication mechanism for 
both small and large deployments. 

• Dual monitor Support for Windows 
Terminal Services 

• Windows Terminal Services bookmarks has been enhanced to support dual monitors. 

 

• HTML5 RDP – End User can 
create HTML5 access 
bookmarks 

 

 

• Allows a user to create and edit bookmarks and access them over RDP via HTML5. 

• Enhanced Third-Party Application 
Support 

This release adds support for the following third-party applications: 

 Policy Server 12.5 SP3/SP4 

 VmWare View client 2.X , 3.X  

 Sharepoint 2013 SP1  

 Storefront 3.1 (Beta)  

 Windows 10 (Threshold 2)  

 OWA 2016 (via Rewriter and PTP) 
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Figure 1: Granular Cipher Selection in Pulse Connect Secure 

 
 

Figure 2: HTML5 RDP – End User can create HTML5 access bookmarks 
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Pulse Policy Secure 5.3r3 

Highlighted Features in this Release 

 

Key Feature Benefit 

 

• SNMPv1/v2c/v3 device discovery and 
enforcement 

 
• Provides customer with the ability to discover SNMPv1/v2c/3-enabled devices for 

visibility, and secure access through pre- and post-admission access management and 
policy enforcement 

•   

• Support for Ruckus WLAN (SmartZone 
and ZoneDirector) Integration 

 
• Expand Ecosystem play by providing NAC/BYOD solution in a Ruckus Wireless SmartZone and 

ZoneDirector deployment and extend guest access with Captive portal integration. 
 

 

• Enhanced OPSWAT Patch Management 
Policy 

 
• Enables customers to select options to configure various Severity and Category for Host Checker and 

evaluate policy for windows system. 

 

• Leverage OPSWAT v4 xml data to 
support up-to-date AV/AS definitions 

 
• Improves security with endpoint compliance by providing the latest AV/AS definitions through host 

checker functionality. 

 

• Granular Cipher Changes 
 

• Improves security and flexibility where administrator could select specific ciphers and the preferred 
ordering of the selected ciphers. With this feature admins can select the ciphers that TLS/SSL 
connections will use.   

 
Figure 3: SNMP Configuration in PPS 
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Figure 4: Ruckus WLC Configuration in PPS 

 
 

Figure 5: Patch Management Enhancement 
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Pulse Client 5.2r2 & 5.2r3 

Highlighted Features in this Release 

 
 

Key Feature Benefit 

 

• Improved MTU Calculation (5.2r2) 
 

• Improved calculation of the Maximum Transmission Unit (MTU) results in better performance and 
stability in highly complex and heterogeneous network environments. 

 

• Custom Sign-In Page Support (5.2r2) 
 

• The Pulse Secure desktop client now supports custom sign-in pages, which provide customizable 
HTML authentication and password-management screens. 

 

• Support for Wireless Suppression 
with GPOs (5.2r2) 

 

• The Pulse Secure desktop client can now disable wireless adapters when a wireless adapter is active – 
even when Group Policy Objects (GPOs) are used for wireless configuration of Windows devices. 

 

• Improved IPv6 Support on 
OSX 10.10 & 10.11 (5.2r2) 

 

• The Pulse Secure desktop client better supports IPv6 on OSX 10.10 and 10.11. 

 

• SSO using Credential Provider (5.2r3) 
 

• New Single Sign On (SSO) functionality in the Pulse Secure desktop client can reduce the number of 
times end users are prompted for credentials. 

 

• Improved IPv6 Security 
(5.2r3) 

 

• The Pulse Secure desktop client now contains IPv6 “route monitoring” functionality to ensure the IPv6 
routing table is not changed in violation of tunneling policies. 

 

• Qualification with Google 
Authenticator (5.2r3) 

 

• The Pulse Secure desktop client has been qualified to interoperate with Google Authenticator, which 
provides two-factor authentication. 

 

• Enhanced SHA-2 Code Signing 
(5.2r3) 

 

• By using SHA-256 message digests in the code signing process, it is now vastly more computationally 
difficult for malicious code to impersonate the Pulse Secure desktop client. 

   

• Simplified Large-scale Deployments 
(5.2r3) 

 

• The 8.2r3 PCS gateway, the 5.3r3 PPS gateway, and the 5.2r3 Pulse Secure desktop client contain 
enhancements that help system administrators adhere to large-scale configuration best practices, and 
simplify diagnosis of deployment issues. 

 
 
  

https://en.wikipedia.org/wiki/Maximum_transmission_unit
https://www.pulsesecure.net/download/techpubs/current/599
https://en.wikipedia.org/wiki/Group_Policy
https://en.wikipedia.org/wiki/Google_Authenticator
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Figure 6: Improved Large-Scale Deployments – Admin Console 

 

 
 

Figure 7: Improved Large-Scale Deployments – Client UI 
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Learn More 
Resources 

• Pulse Connect Secure datasheet 

• Pulse Cloud Secure product 
brief 

www.pulsesecure.net 

About Pulse Secure, LLC 
Pulse Secure, LLC is a leading provider of access and mobile 

security solutions to both enterprises and service providers. 

Enterprises from every vertical and of all sizes utilize Pulse Secure’s 

Virtual Private Network (VPN), Network Access Control (NAC)  and 

mobile security products to enable secure end-user mobility in 

their organizations. Pulse Secure’s mission is to provide integrated 

enterprise system solutions that empower business productivity 

through seamless mobility. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 

Corporate and Sales Headquarters 

Pulse Secure LLC 

2700 Zanker Rd. Suite 200 

San Jose, CA 95134 

www.pulsesecure.net 
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https://www.pulsesecure.net/download/datasets/1464/PulseSecure_Datasheet_ConnectSecure_v14_160223.pdf
https://www.pulsesecure.net/download/datasets/8657/PulseSecure_OneSheet_CloudSecure.pdf
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