X-Cleaner Deluxe™

About X-Cleaner Deluxe
X-Cleaner Deluxe gives computer
users that extra layer of protection
beyond anti-virus and firewall to
provide comprehensive safeguards
against hackers and cyberthieves.
All X-Cleaner Deluxe customers also
receive access to an exclusive
members-only website that’s
packed with additional security
tools and privacy protection
devices.

KEY FEATURES

¢ Detect and remove known spyware and
keyloggers

e Block adware from activating on your
PC

e Unlimited free anti-spyware updates for
a year

e Vaccinate your system against rogue
installers

e Thwart unauthorized TCP/IP connec-
tions

e Reveal hidden windows that may be
running a hacker’s code

e Shred multiple files — including pic-
tures — at the touch of a button

e Small footprint for portability — easy to
install on a USB drive

* Free one-on-one technical support by
email

* Free access to exclusive members-only
website and additional downloads

FaceTime

Online Privacy for Security-Conscious Computer Users

X-Cleaner Deluxe provides comprehensive protection against spyware, adware,
and other privacy invaders for security-conscious computer users. Running along-
side your firewall and anti-virus software, X-Cleaner Deluxe gives you an extra
layer of armor to protect your privacy and security whenever you're online.

Why Anti-virus and Firewalls are Not Enough

A virus scanner will protect you against virus- and worm-infected files. A firewall
will protect you against hacking attempts coming from the Internet. But neither
can protect against someone trying to hijack your confidential information by
installing spyware or a keylogger, or steal secrets by tracking file remnants left
on your hard drive.

Additionally, spyware behaves very differently from viruses. Viruses can activate
from anywhere on the system, but spyware needs to hook into the heart of
Windows — usually by adding unauthorized information to the registry. Cleaning
the registry is a specialized task, requiring specialized tools — it's not something
the average user should attempt to do manually.

What Can Spyware Do?

Spyware is an umbrella term for any software program that installs itself on your
PC without your knowledge or authorization, and then proceeds to snoop around
your PC, reading your files and tracking your online behavior. By its very nature,
it is stealthy and tries to evade detection.

Spyware can trap everything you type. Passwords, credit card and bank account
numbers and social security numbers can be used to steal your identity and set
up fraudulent transactions.

Correspondence that's meant only for the addressee can be used to damage your
reputation and business or personal relationships. Spyware can track what you
do online, tie that in with your personally identifiable information, and forward
the results to spammers and other unethical marketers, making you a target for
unwanted email, pop-up ads, and other unnecessary web content.

How Does X-Cleaner Deluxe Help?

X-Cleaner Deluxe, when used in conjunction with your anti-virus and firewall
software, will give you powerful tools to protect your online privacy and prevent
abuse of your confidential information:

e Detect and remove known spyware and keyloggers

e Block adware from activating on your PC

e Unlimited free anti-spyware updates for a year

e Vaccinate your system against rogue installers

e Thwart unauthorized TCP/IP connections

¢ Reveal hidden windows that may be running a hacker’s code

e Erase all traces of which sites you've visited



X-Cleaner Deluxe

e Shred multiple files — including pictures — at the touch
of a button

e Free one-on-one email technical support

Backed by Industry-Leading Research

The spyware detection database used by X-Cleaner Deluxe
is maintained by FaceTime Security Labs, the industry’s
largest research team dedicated to the collection, analy-
sis, understanding, and management of threats generated
through the intentional or accidental use of spyware,
adware, P2P file sharing networks, IRC, and instant mes-
saging. With facilities in the United States (West Virginia
and California), the United Kingdom, and India, FaceTime
Security Labs employs dozens of dedicated researchers
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and supports a global community of concerned individuals who contribute their own experiences to the research effort.

FaceTime Security Labs publishes detailed information about known threats that enable the blocking of spyware distribu-
tion sites as well as developing the patent-pending inoculation and targeted remediation capabilities that keep FaceTime's

customers spyware-free.

FaceTime Security Labs also maintains the popular SpywareGuide.com site, the leading public reference site for spyware
research, providing details about spyware and adware applications, their known variants, and their behavior through an
extensive and continually updated database. The site also offers a wealth of information to enable both IT professionals
and home computer users to educate themselves on the problems and risks associated with spyware.

System Requirements

X-Cleaner runs on Windows 98, Me, NT, and XP, and is compatible with most versions of Internet Explorer, Netscape,

Opera, and AOL browsers.
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